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1 Abstraction

Cyber-physical systems (CPSs) integrate physical and cyber components that
interact with each other for enhanced decision-making and coordination of physi-
cal operations through integrated communication, sensing, and control. With the
rapid advancement of artificial intelligence (AI), modern CPSs increasingly con-
tain Al components, including self-driving cars, unmanned aerial vehicles, and
physical devices with Al capabilities [9, 10, 3]. However, because CPSs directly
interact with the real world, erroneous system behaviors can cause catastrophic
consequences for human safety and infrastructure [4]. As a result, rigorous veri-
fication is imperative. This is intensified by the inherent reliability degradation
of Al-based components over their operational lifecycle [2] and the escalating
system complexity driven by evolving user requirements [9, 3].

In this study, we focus on self-driving cars and their scenario-based testing
with simulation. Given the high cost [7] and safety constraints of on-road testing,
self-driving cars are commonly tested with simulation tools such as CARLA [1]
and Simulink [6]. Scenario-based testing is one way for Al-enabled system to
making test oracle. It is hard for Al-enabled system like self-driving cars to test
since Al module do not have test oracles ....reference unlike traditional software.
Scenario means that sequence of interaction of actors in road environment. Ac-
tors are divided into egos and NPCs. The ego vehicle refer to a target system
with AT module to verify its behavior. NPC vehicles refer to vehicles located
near ego vehicles. The NPCs are divided into NPC vehicles and pedestrians.
However, this study do not care pedestrians. In other words, the objective of
this study is to enable the ego vehicle to infer the possible behaviors of NPC
vehicles detected during operation and to avoid collisions in advance.

Self-driving cars undergo scenario-based testing during the development phase,
focusing on the functionality of the ego vehicle. In this process, abnormal be-
haviors of NPC vehicles may be excluded to improve test efficiency [8]. However,
the complexity of real driving environments, including the complex movements
of NPC vehicles, diverse road structures, and corner cases, may not be fully dis-
covered during development [5,3]. To rigorously test for safety, scenario-based
testing can be extended to the operational phase, monitoring the actual behav-



2 Byeong-il Bae et al

iors of NPC vehicles during runtime and using simulations to find safer tra-
jectories in response to the observed behaviors of NPC vehicles. Note that the
simulations during the operational phase focus on the behaviors of NPC vehicles
rather than the autonomous module of the ego vehicle. This is because updating
the ego vehicle or retraining its Al model is generally infeasible during runtime.

We propose a pipelined simulation method that gradually performs runtime
simulation in three different stages. We utilize the cloud-fog-edge continuum
to simulate the distant future, near future, and present states of the ego and
NPC vehicles, incrementally narrowing down the simulation space for faster and
more efficient testing during operation. Specifically, in the cloud layer, the route
to the final destination is partitioned into future driving paths, and for each
path segment, scenarios consisting of one ego vehicle and one NPC vehicle are
generated. In these scenarios, the NPC vehicles are placed in different lanes with
varying speeds, and these scenarios are simulated to identify scenarios that lead
to collisions. In the fog layer, the information about NPC vehicles perceived by
the ego vehicle is integrated with the simulation results from the cloud layer
to derive safe routes that avoid a collision. At runtime, the ego vehicle utilizes
these precomputed safe routes when its observation of the NPC vehicles matches
a simulated behavior. Through this pipeline, the ego vehicle distributes and
offloads simulation tasks to external computing resources, overcoming the limited
computational resources on the vehicle while finding safer trajectories during
runtime that could not be found during development.

To show the potential of our pipelined simulation, we conduct a case study.
In the case study, we consider scenarios with only one NPC vehicle. This case
study examines whether the fog layer can successfully derive safe routes for
the collision scenarios identified in the cloud layer. The results show that our
pipelined simulation enables the ego vehicle to successfully avoid collisions in the
evaluated scenarios, showing its potential to improve the safety of self-driving
cars in edge-cloud environments.

As a case study, experiments were conducted on a straight two-way four-lane
road by generating scenarios that considered NPC vehicle behaviors. The ego-
vehicle speed was varied across three settings, and the NPC-vehicle speed was
also varied across two settings, resulting in a total of 720 scenarios. The distant-
future simulation identified 200 collision scenarios. The near-future simulation
reduced the number of collision scenarios to 21. Consequently, safe speed profiles
and collision-avoidance strategies can be delivered to the ego vehicle, thereby
enabling safe driving.

The contributions of this study are as follows. First, we extend scenario-
based testing during development to runtime simulation, allowing ego vehicles
to find safer trajectories based on the actual observed behavior of NPC vehicles.
Second, we accelerate runtime simulation by reducing the scenario space through
the cloud-fog-edge pipeline, leveraging external computing resources to overcome
the ego vehicle’s limited computational capacity. Finally, we conduct a case study
to demonstrate the effectiveness of our pipelined simulation.
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